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Íåçàâèñèìûå ïðîöåññû

Ôèçè÷åñêèé, êàíàëüíûé è ñåòåâîé óðîâíè ÿâëÿþòñÿ íåçàâèñèìûìè
ïðîöåññàìè, êîòîðûå âçàèìîäåéñòâóþò ìåæäó ñîáîé ïóòåì ïåðåäà÷è
ñîîáùåíèé.
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Îäíîíàïðàâëåííàÿ ïåðåäà÷à äàííûõ

Ñëåäóþùåå êëþ÷åâîå äîïóùåíèå ñîñòîèò â òîì, ÷òî óñòðîéñòâî A
õî÷åò îòïðàâèòü íà óñòðîéñòâî B áîëüøîé ïîòîê äàííûõ, èñïîëüçóÿ
íàäåæíóþ, îðèåíòèðîâàííóþ íà óñòàíîâëåíèå ñîåäèíåíèé ñëóæáó.
Ïîçäíåå ìû ðàññìîòðèì ñëó÷àé, êîãäà îäíîâðåìåííî ñ ýòèì B òàêæå
õî÷åò ïåðåäàòü äàííûå íà A. Ïðåäïîëàãàåòñÿ, ÷òî óñòðîéñòâî A èìååò
áåñêîíå÷íûé èñòî÷íèê äàííûõ, ãîòîâûõ ê îòïðàâêå, è ÷òî åìó íèêîãäà
íå íóæíî æäàòü èõ ãåíåðàöèè. Êîãäà êàíàëüíûé óðîâåíü A
çàïðàøèâàåò äàííûå, ñåòåâîé óðîâåíü èõ ñðàçó ïðåäîñòàâëÿåò.
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Íàäåæíûå óñòðîéñòâà è ïðîöåññû

Òàêæå ïðåäïîëàãàåòñÿ, ÷òî êîìïüþòåðû íå âûõîäÿò èç ñòðîÿ. Ïðè
ïåðåäà÷å ìîãóò âîçíèêàòü îøèáêè, íî íå ïðîáëåìû, ñâÿçàííûå ñ
ïîëîìêîé îáîðóäîâàíèÿ èëè ñëó÷àéíîé ïåðåçàãðóçêîé.
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Áàçîâàÿ ñõåìà ïåðåäà÷è è ïðèåìà äàííûõ

Ïîëó÷èâ ïàêåò îò ñåòåâîãî óðîâíÿ îòïðàâèòåëÿ, êàíàëüíûé óðîâåíü
ôîðìèðóåò èç íåãî ôðåéì, äîáàâëÿÿ çàãîëîâîê è òðåéëåð. Òàêèì
îáðàçîì, ôðåéì ñîñòîèò èç âñòðîåííîãî ïàêåòà, íåêîòîðîé ñëóæåáíîé
èíôîðìàöèè (â çàãîëîâêå) è êîíòðîëüíîé ñóììû (â òðåéëåðå). Çàòåì
ôðåéì ïåðåäàåòñÿ êàíàëüíîìó óðîâíþ öåëåâîãî óñòðîéñòâà.
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Áàçîâàÿ ñõåìà ïåðåäà÷è è ïðèåìà äàííûõ
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Áàçîâàÿ ñõåìà ïåðåäà÷è è ïðèåìà äàííûõ

Ìû áóäåì èñõîäèòü èç íàëè÷èÿ ïîäõîäÿùèõ áèáëèîòå÷íûõ ïðîöåäóð,
íàïðèìåð to_physical_layer äëÿ îòïðàâêè ôðåéìà è
from_physical_layer äëÿ åãî ïîëó÷åíèÿ. Îíè âû÷èñëÿþò è äîáàâëÿþò
èëè ïðîâåðÿþò êîíòðîëüíóþ ñóììó (îáû÷íî ýòî äåëàåòñÿ àïïàðàòíî),
òàê ÷òî ïðè ðàçðàáîòêå ïðîòîêîëîâ, ïðåäñòàâëåííûõ â ýòîì ðàçäåëå,
ìîæíî îá ýòîì íå áåñïîêîèòüñÿ. Ê ïðèìåðó, îíè ìîãóò èñïîëüçîâàòü
ðàññìîòðåííûé ðàíåå àëãîðèòì CRC (öèêëè÷åñêèé èçáûòî÷íûé êîä).
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Èçíà÷àëüíî ïîëó÷àòåëü íè÷åãî íå äîëæåí äåëàòü, îí ïðîñòî îæèäàåò.
Â ïðîòîêîëàõ, ðàññìàòðèâàåìûõ â ýòîé ãëàâå, îæèäàíèå ñîáûòèé
êàíàëüíûì óðîâíåì ïðîèñõîäèò ïóòåì âûçîâà ïðîöåäóðû
wait_for_event(&event). Ýòà ïðîöåäóðà âîçâðàùàåò óïðàâëåíèå,
òîëüêî êîãäà ÷òî-òî ïðîèñõîäèò (íàïðèìåð, ïîëó÷åíèå ôðåéìà). Ïðè
ýòîì ïåðåìåííàÿ event ñîîáùàåò, ÷òî èìåííî ñëó÷èëîñü.
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Ñëåäóåò îòìåòèòü, ÷òî íà ïðàêòèêå êàíàëüíûé óðîâåíü íå íàõîäèòñÿ â
õîëîñòîì öèêëå îæèäàíèÿ ñîáûòèé (ñîãëàñíî íàøåìó äîïóùåíèþ), à
ïîëó÷àåò ïðåðûâàíèå, êîãäà ýòî ñîáûòèå ïðîèñõîäèò. Ïðè ýòîì îí
ïðèîñòàíàâëèâàåò òåêóùèå ïðîöåññû è îáðàáàòûâàåò ïîëó÷åííûé
ôðåéì. Íî äëÿ ïðîñòîòû ìû ïðîèãíîðèðóåì ýòè äåòàëè è áóäåì
èñõîäèòü èç òîãî, ÷òî êàíàëüíûé óðîâåíü âñå ñâîå âðåìÿ ïîñâÿùàåò
ðàáîòå ñ îäíèì êàíàëîì.
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Êîãäà ïðèíèìàþùàÿ ñòîðîíà ïîëó÷àåò ôðåéì, êîíòðîëüíàÿ ñóììà
âû÷èñëÿåòñÿ çàíîâî. Åñëè îíà íåâåðíà (òî åñòü ïðè ïåðåäà÷å âîçíèêëè
îøèáêè), êàíàëüíûé óðîâåíü ïîëó÷àåò ñîîòâåòñòâóþùóþ èíôîðìàöèþ
(event=cksum_err). Åñëè ôðåéì ïðèõîäèò áåç îøèáîê, êàíàëüíîìó
óðîâíþ îá ýòîì òàêæå ñîîáùàåòñÿ (event=frame_arrival), ïîñëå ÷åãî
îí ìîæåò ïîëó÷èòü ýòîò ôðåéì ó ôèçè÷åñêîãî óðîâíÿ ñ ïîìîùüþ
ïðîöåäóðû from_physical_layer.
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Ïîëó÷èâ íåïîâðåæäåííûé ôðåéì, êàíàëüíûé óðîâåíü ïðîâåðÿåò
óïðàâëÿþùóþ èíôîðìàöèþ, íàõîäÿùóþñÿ â çàãîëîâêå, è åñëè âñå â
ïîðÿäêå, ÷àñòü ôðåéìà ïåðåäàåòñÿ ñåòåâîìó óðîâíþ; çàãîëîâîê
ôðåéìà íå ïåðåäàåòñÿ.
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#def ine MAX_PKT 1024 // de t e rm in e s packe t s i z e i n b y t e s
typedef enum { f a l s e , t r u e } boo l ean ;
typedef unsigned in t seq_nr ; // sequence or ack numbers
typedef s t ruc t {unsigned char data [MAX_PKT] ; } packe t ;
typedef enum {data , ack , nak} frame_kind ;

typedef s t ruc t { // f rames a r e t r a n s p o r t e d
// i n t h i s l a y e r

f rame_kind k ind ; // what k i nd o f f rame i s i t ?
seq_nr seq ; // sequence number
seq_nr ack ; // acknowledgement number
packe t i n f o ; // the network l a y e r packe t

} frame ;

//Wait f o r an even t to happen ; r e t u r n i t s t ype i n even t .
void wait_for_event ( event_type * even t ) ;
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/* Fetch a packe t from the network l a y e r f o r
t r a n sm i s s i o n on the channe l . */

void f rom_network_layer ( packe t *p ) ;

/* De l i v e r i n f o rma t i o n from an inbound frame
to the network l a y e r . */

void to_network_layer ( packe t *p ) ;

/* Go get an inbound frame from the p h y s i c a l l a y e r
and copy i t to r . */

void f r om_phy s i c a l_ l a ye r ( f rame * r ) ;

/* Pass the frame to the p h y s i c a l l a y e r
f o r t r a n sm i s s i o n . */

void t o_phy s i c a l_ l a y e r ( f rame * s ) ;
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// S t a r t the c l o c k runn i ng and enab l e the t imeout even t .
void s t a r t_ t ime r ( seq nr k ) ;

// Stop the c l o c k and d i s a b l e the t imeout even t .
void s top_t imer ( seq nr k ) ;

/* S t a r t an a u x i l i a r y t ime r and enab l e the ack
t imeout even t . */

void s ta r t_ack_t imer ( void ) ;

/* Stop the a u x i l i a r y t ime r and d i s a b l e the ack
t imeout even t . */

void s top ack t ime r ( void ) ;
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/* Al low the network l a y e r to cause a network
l a y e r r eady even t . */

void enab l e network l a y e r ( void ) ;

/* Fo rb i d the network l a y e r from cau s i n g a network
l a y e r r eady even t . */

void d i s a b l e network l a y e r ( void ) ;

/* Macro i n c i s expanded in= l i n e :
i n c r ement k c i r c u l a r l y . */

#def ine i n c ( k ) i f ( k < MAX SEQ) k = k + 1 ; e l s e k = 0
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Òèï seq_nr ÿâëÿåòñÿ öåëûì áåç çíàêà, èñïîëüçóåìûì äëÿ íóìåðàöèè
ôðåéìîâ, áëàãîäàðÿ êîòîðîé èõ ìîæíî ðàçëè÷àòü. Íóìåðàöèÿ èäåò îò
0 äî ÷èñëà MAX_SEQ âêëþ÷èòåëüíî, îïðåäåëÿåìîãî äëÿ êîíêðåòíîãî
ïðîòîêîëà.
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Òèï packet � ýòî åäèíèöà èíôîðìàöèè, èñïîëüçóåìàÿ ïðè îáìåíå
äàííûìè ìåæäó ñåòåâûì è êàíàëüíûì óðîâíÿìè îäíîãî êîìïüþòåðà
èëè äâóìÿ ñåòåâûìè óðîâíÿìè. Â íàøåé ìîäåëè ïàêåò âñåãäà ñîñòîèò
èç MAX_PKT áàéò, õîòÿ íà ïðàêòèêå îí îáû÷íî èìååò ïåðåìåííóþ
äëèíó.
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Òèï frame ñîäåðæèò ÷åòûðå ïîëÿ: kind, seq, ack è info ; ïåðâûå òðè
ñîäåðæàò óïðàâëÿþùóþ èíôîðìàöèþ, à ïîñëåäíåå ìîæåò âêëþ÷àòü
äàííûå, êîòîðûå íåîáõîäèìî ïåðåäàòü. Òðè óïðàâëÿþùèõ ïîëÿ âìåñòå
íàçûâàþòñÿ çàãîëîâêîì ôðåéìà (frame header).
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Ïîëå kind ñîîáùàåò î íàëè÷èè äàííûõ âíóòðè ôðåéìà, òàê êàê
íåêîòîðûå ïðîòîêîëû îòëè÷àþò ôðåéìû, ñîäåðæàùèå òîëüêî
óïðàâëÿþùóþ èíôîðìàöèþ, îò ôðåéìîâ, â êîòîðûõ òàêæå åñòü
äàííûå.
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Ïîëå seq èñïîëüçóåòñÿ äëÿ õðàíåíèÿ ïîñëåäîâàòåëüíîãî íîìåðà
ôðåéìà, ack � äëÿ ïîäòâåðæäåíèÿ.
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Ïîëå äàííûõ ôðåéìà info ñîäåðæèò îäèí ïàêåò. Â óïðàâëÿþùåì
ôðåéìå ýòî ïîëå íå çàäåéñòâóåòñÿ. Íà ïðàêòèêå èñïîëüçóåòñÿ ïîëå info
ïåðåìåííîé äëèíû, â óïðàâëÿþùèõ ôðåéìàõ îíî ïîëíîñòüþ
îòñóòñòâóåò.
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Âàæíî ïîíèìàòü âçàèìîîòíîøåíèÿ ìåæäó ïàêåòîì è ôðåéìîì.
Ñåòåâîé óðîâåíü ñîçäàåò ïàêåò, ïðèíèìàÿ ñîîáùåíèå îò òðàíñïîðòíîãî
óðîâíÿ è äîáàâëÿÿ ê íåìó ñâîé çàãîëîâîê. Ïàêåò ïåðåäàåòñÿ
êàíàëüíîìó óðîâíþ, êîòîðûé âêëþ÷àåò åãî â ïîëå info èñõîäÿùåãî
ôðåéìà. Êîãäà öåëåâîå óñòðîéñòâî ïîëó÷àåò ôðåéì, êàíàëüíûé
óðîâåíü èçâëåêàåò ïàêåò èç ôðåéìà è ïåðåäàåò åãî ñåòåâîìó. Òàêèì
îáðàçîì, ñåòåâîé óðîâåíü ìîæåò äåéñòâîâàòü òàê, áóäòî óñòðîéñòâà
îáìåíèâàþòñÿ ïàêåòàìè íàïðÿìóþ.
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Ïðîöåäóðà wait_for_event ïðåäñòàâëÿåò ñîáîé õîëîñòîé öèêë
îæèäàíèÿ êàêîãî-ëèáî ñîáûòèÿ.
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Ïðîöåäóðà to_network_layer èñïîëüçóåòñÿ êàíàëüíûì óðîâíåì äëÿ
îòïðàâêè ïàêåòîâ ñåòåâîìó, from_network_layer � äëÿ ïîëó÷åíèÿ
ïàêåòîâ îò íåãî.
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Ïðîöåäóðû ifrom_physical_layer è to_physical_layer ñëóæàò äëÿ
îáìåíà ôðåéìàìè ìåæäó êàíàëüíûì è ôèçè÷åñêèì óðîâíÿìè.
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Ïðîöåäóðû to_network_layer è from_network_layer îòíîñÿòñÿ ê
èíòåðôåéñó ìåæäó óðîâíÿìè 2 è 3, à ïðîöåäóðû from_physical_layer è
to_physical_layer � ê èíòåðôåéñó ìåæäó óðîâíÿìè 1 è 2.
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Â áîëüøèíñòâå ïðîòîêîëîâ ïðåäïîëàãàåòñÿ èñïîëüçîâàíèå
íåíàäåæíîãî êàíàëà, êîòîðûé ìîæåò ñëó÷àéíî ïîòåðÿòü öåëûé ôðåéì.
×òîáû èçáåæàòü íåïðèÿòíûõ ïîñëåäñòâèé, ïðè îòïðàâêå ôðåéìà
ïåðåäàþùèé êàíàëüíûé óðîâåíü çàïóñêàåò òàéìåð. Åñëè çà
óñòàíîâëåííûé èíòåðâàë âðåìåíè îòâåò íå ïîëó÷åí, ñðîê îæèäàíèÿ
èñòåêàåò è êàíàëüíûé óðîâåíü ïîëó÷àåò ñèãíàë ïðåðûâàíèÿ.
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Â ïðèâåäåííûõ çäåñü ïðîòîêîëàõ ýòîò ñèãíàë ðåàëèçîâàí â âèäå
çíà÷åíèÿ event=timeout, âîçâðàùàåìîãî ïðîöåäóðîé wait_for_event.
Äëÿ çàïóñêà è îñòàíîâêè òàéìåðà èñïîëüçóþòñÿ ïðîöåäóðû start_timer
è stop_timer ñîîòâåòñòâåííî.
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Ñîáûòèå timeout ìîæåò ïðîèçîéòè, òîëüêî åñëè áûë çàïóùåí òàéìåð,
íî åùå íå áûëà âûçâàíà ïðîöåäóðà stop_timer. Ïðîöåäóðó start_timer
ðàçðåøàåòñÿ çàïóñêàòü âî âðåìÿ ðàáîòàþùåãî òàéìåðà. Òàêîé âûçîâ
ïðîñòî ïåðåçàïóñêàåò òàéìåð, è îòñ÷åò íà÷èíàåòñÿ çàíîâî (äî íîâîãî
ïåðåçàïóñêà èëè âûêëþ÷åíèÿ).
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Ïðîöåäóðû start_ack_timer è stop_ack_timer çàïóñêàþò è
îñòàíàâëèâàþò âñïîìîãàòåëüíûå òàéìåðû, èñïîëüçóåìûå äëÿ ñîçäàíèÿ
ïîäòâåðæäåíèé â íåêîòîðûõ ñèòóàöèÿõ.
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Ïðîöåäóðû enable_network_layer è disable_network_layer ïðèìåíÿþòñÿ
â áîëåå ñëîæíûõ ïðîòîêîëàõ, ãäå óæå íå ïðåäïîëàãàåòñÿ, ÷òî ó
ñåòåâîãî óðîâíÿ âñåãäà åñòü ïàêåòû äëÿ îòïðàâêè. Êîãäà êàíàëüíûé
óðîâåíü ðàçðåøàåò ðàáîòó ñåòåâîãî, ïîñëåäíèé ìîæåò ïîñûëàòü ñèãíàë
ïðåðûâàíèÿ, êîãäà åìó íóæíî ïåðåäàòü ïàêåò. Òàêîå ñîáûòèå
îáîçíà÷àåòñÿ êàê event = network_layer_ready. Êîãäà ñåòåâîé óðîâåíü
îòêëþ÷åí, îí íå ìîæåò èíèöèèðîâàòü òàêèå ñîáûòèÿ. Êàíàëüíûé
óðîâåíü òùàòåëüíî ñëåäèò çà âêëþ÷åíèåì è âûêëþ÷åíèåì ñåòåâîãî è
íå äîïóñêàåò ñèòóàöèè, êîãäà òîò çàâàëèâàåò åãî ïàêåòàìè, äëÿ
êîòîðûõ íåò ìåñòà â áóôåðå
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Ïîñëåäîâàòåëüíûå íîìåðà ôðåéìîâ âñåãäà íàõîäÿòñÿ â ïðåäåëàõ îò 0
äî MAX_SEQ âêëþ÷èòåëüíî. ×èñëî MAX_SEQ îòëè÷àåòñÿ â ðàçíûõ
ïðîòîêîëàõ. Äëÿ óâåëè÷åíèÿ ïîñëåäîâàòåëüíîãî íîìåðà ôðåéìîâ íà 1
öèêëè÷åñêè (òî åñòü ñ îáíóëåíèåì ïðè äîñòèæåíèè ÷èñëà MAX_SEQ)
èñïîëüçóåòñÿ ìàêðîñ inc.
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Îïðåäåëåíèå ïðîñòûõ îïåðàöèé â âèäå ìàêðîñîâ (à íå ïðîöåäóð) íå
ñíèæàåò óäîáî÷èòàåìîñòè ïðîãðàììû, óâåëè÷èâàÿ ïðè ýòîì åå
áûñòðîäåéñòâèå.
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Îáúÿâëåíèÿ èç ëèñòèíãà âûøå âõîäÿò âî âñå ïîñëåäóþùèå ïðîòîêîëû.
Â öåëÿõ ýêîíîìèè ìåñòà è äëÿ íàãëÿäíîñòè îíè áûëè èçâëå÷åíû è
ñîáðàíû âìåñòå, íî, ïî ñóòè, îíè äîëæíû áûòü îáúåäèíåíû ñ
ïðîòîêîëàìè. Â ÿçûêå C òàêîå îáúåäèíåíèå ïðîèçâîäèòñÿ ïóòåì
ðàçìåùåíèÿ îïðåäåëåíèé â ñïåöèàëüíîì ôàéëå çàãîëîâêà (â äàííîì
ñëó÷àå protocol.h) è âêëþ÷åíèÿ èõ â ôàéëû ïðîòîêîëà ñ ïîìîùüþ
#include � äèðåêòèâû ïðåïðîöåññîðà C.
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Ñèìïëåêñíûå ïðîòîêîëû êàíàëüíîãî óðîâíÿ

Â äàííîì ðàçäåëå ìû ðàññìîòðèì òðè ïðîñòûõ ïðîòîêîëà, èç íèõ
êàæäûé ñëåäóþùèé ñïîñîáåí ñïðàâèòüñÿ ñ áîëåå ðåàëèñòè÷íîé
ñèòóàöèåé.
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Ïðîòîêîë ¾Óòîïèÿ¿: áåç óïðàâëåíèÿ ïîòîêîì è áåç

èñïðàâëåíèÿ îøèáîê

Â êà÷åñòâå ïåðâîãî ïðèìåðà ìû ðàññìîòðèì ñàìûé ïðîñòîé ïðîòîêîë.
Äàííûå ïåðåäàþòñÿ òîëüêî â îäíîì íàïðàâëåíèè, à îïàñåíèé, ÷òî
ãäå-òî ìîæåò ïðîèçîéòè îøèáêà, äàæå íå âîçíèêàåò. Ñåòåâûå óðîâíè
ïåðåäàþùåãî è öåëåâîãî óñòðîéñòâ íàõîäÿòñÿ â ñîñòîÿíèè ïîñòîÿííîé
ãîòîâíîñòè. Âðåìÿ îáðàáîòêè ìèíèìàëüíî, ðàçìåð áóôåðà
íåîãðàíè÷åí. À ãëàâíîå, ëèíèÿ ñâÿçè ìåæäó êàíàëüíûìè óðîâíÿìè
íèêîãäà íå òåðÿåò è íå èñêàæàåò ôðåéìû. Îí âñåãî ëèøü
äåìîíñòðèðóåò áàçîâóþ ñòðóêòóðó, íåîáõîäèìóþ äëÿ ïîñòðîåíèÿ
íàñòîÿùåãî ïðîòîêîëà.
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Ïðîòîêîë ñîñòîèò èç äâóõ ïðîöåäóð, sender1 (îòïðàâèòåëü) è receiver1
(ïîëó÷àòåëü). Ïðîöåäóðà sender1 ðàáîòàåò íà êàíàëüíîì óðîâíå
îòïðàâëÿþùåãî óñòðîéñòâà, à ïðîöåäóðà receiver1 � íà êàíàëüíîì
óðîâíå öåëåâîãî. Íè ïîñëåäîâàòåëüíûå íîìåðà, íè ïîäòâåðæäåíèÿ íå
èñïîëüçóþòñÿ, ïîýòîìó MAX_SEQ íå òðåáóåòñÿ. Åäèíñòâåííûì
âîçìîæíûì ñîáûòèåì ÿâëÿåòñÿ frame_arrival (òî åñòü ïîëó÷åíèå
íåïîâðåæäåííîãî ôðåéìà).
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typedef enum { f r ame_a r r i v a l } event_type ;
#inc lude " p r o t o c o l . h"
void s ende r1 ( void )
{
frame s ; /* b u f f e r f o r an outbound frame */
packe t b u f f e r ; /* b u f f e r f o r an outbound packe t */
while ( t r u e ) {

from_network_layer (& b u f f e r ) ; /* go get someth ing
to send */

s . i n f o = b u f f e r ; /* copy i t i n t o s
f o r t r a n sm i s s i o n */

t o_phy s i c a l_ l a y e r (&s ) ; /* send i t on i t s way */
}

}
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Ïðîöåäóðà sender1 ïðåäñòàâëÿåò ñîáîé áåñêîíå÷íûé öèêë while,
îòïðàâëÿþùèé äàííûå íà ëèíèþ ñ ìàêñèìàëüíî âîçìîæíîé
ñêîðîñòüþ. Òåëî öèêëà ñîñòîèò èç òðåõ äåéñòâèé: ïîëó÷åíèå ïàêåòà îò
ñåòåâîãî óðîâíÿ (âñåãäà èñïðàâíî ðàáîòàþùåãî), ôîðìèðîâàíèå
èñõîäÿùåãî ïàêåòà ñ ïîìîùüþ ïåðåìåííîé s è ïåðåäà÷à ïàêåòà
àäðåñàòó. ¾Óòîïèÿ¿ èñïîëüçóåò òîëüêî ïîëå info, ïîñêîëüêó äðóãèå
ïîëÿ ôðåéìà îòíîñÿòñÿ ê îáðàáîòêå îøèáîê è óïðàâëåíèþ ïîòîêîì, à
îíè â äàííîì ïðîòîêîëå íå ïðèìåíÿþòñÿ.
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void r e c e i v e r 1 ( void )
{
frame r ;
event_type even t ; /* f i l l e d i n by wait , but not used

he r e */
while ( t r u e ) {

wa i t_for_event (&even t ) ; /* on l y p o s s i b i l i t y
i s f r ame_a r r i v a l */

f r om_phy s i c a l_ l a ye r (& r ) ; /* go get the inbound
frame */

to_network_layer (& r . i n f o ) ; /* pas s the data to
the network l a y e r */

}
}
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Ïðîöåäóðà receiver1 òàê æå ïðîñòà. Âíà÷àëå îíà îæèäàåò, ïîêà
÷òî-íèáóäü ïðîèçîéäåò (êàê óæå óïîìèíàëîñü, åäèíñòâåííûì ñîáûòèåì
â äàííîì ïðîòîêîëå ìîæåò áûòü ïîëó÷åíèå íåïîâðåæäåííîãî ôðåéìà).
Êîãäà ôðåéì ïðèõîäèò, ïðîöåäóðà wait_for_event âîçâðàùàåò
óïðàâëåíèå, ïðè ýòîì ïåðåìåííîé event ïðèñâàèâàåòñÿ çíà÷åíèå
frame_arrival (êîòîðîå âñå ðàâíî èãíîðèðóåòñÿ). Âûçîâ ïðîöåäóðû
from_physical_layer óäàëÿåò âíîâü ïðèáûâøèé ôðåéì èç àïïàðàòíîãî
áóôåðà è ïîìåùàåò åãî â ïåðåìåííóþ r. Íàêîíåö, ïîðöèÿ äàííûõ
ïåðåäàåòñÿ ñåòåâîìó óðîâíþ, à êàíàëüíûé óðîâåíü ïåðåõîäèò â ðåæèì
îæèäàíèÿ ñëåäóþùåãî ôðåéìà.
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Äîáàâëÿåì óïðàâëåíèå ïîòîêîì: ïðîòîêîë ñ îñòàíîâêîé

è îæèäàíèåì

Óñëîæíèì çàäà÷ó: ïðåäïîëîæèì, îòïðàâèòåëü ïîñûëàåò äàííûå
ñëèøêîì áûñòðî è ïîëó÷àòåëü íå óñïåâàåò èõ îáðàáîòàòü. Â ðåàëüíîñòè
òàêàÿ ñèòóàöèÿ ìîæåò âîçíèêíóòü â ëþáîé ìîìåíò, ïîýòîìó êðàéíå
âàæíî íàó÷èòüñÿ åå ïðåäîòâðàùàòü. Äîïóùåíèå îá îòñóòñòâèè îøèáîê
â êàíàëå ñâÿçè ñîõðàíÿåòñÿ. Ëèíèÿ îñòàåòñÿ ñèìïëåêñíîé.
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Âîçìîæíîå ðåøåíèå ïðîáëåìû � îáðàòíàÿ ñâÿçü ñî ñòîðîíû
ïîëó÷àòåëÿ. Ïåðåäàâ ïàêåò ñåòåâîìó óðîâíþ, îí ïîñûëàåò èñòî÷íèêó
íåáîëüøîå ñëóæåáíîå ñîîáùåíèå, ðàçðåøàþùåå îòïðàâêó ñëåäóþùåãî
ôðåéìà. Îòïðàâèòåëü, îòîñëàâ ôðåéì, äîëæåí æäàòü ýòîãî
ðàçðåøåíèÿ. Ïîäîáíàÿ çàäåðæêà � ïðîñòåéøèé ïðèìåð ïðîòîêîëà ñ
óïðàâëåíèåì ïîòîêîì.
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Ïðîòîêîëû, â êîòîðûõ îòïðàâèòåëü ïîñûëàåò îäèí ôðåéì, ïîñëå ÷åãî
îæèäàåò ïîäòâåðæäåíèÿ, íàçûâàþòñÿ ïðîòîêîëàìè ñ îñòàíîâêîé è

îæèäàíèåì (stop-and-wait).
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Õîòÿ ïåðåñûëêà äàííûõ â ýòîì ïðèìåðå îñóùåñòâëÿåòñÿ ïî
ñèìïëåêñíîìó ïðèíöèïó, ïî íàïðàâëåíèþ îò îòïðàâèòåëÿ ïîëó÷àòåëþ,
íà ïðàêòèêå ôðåéìû èäóò è â îáðàòíóþ ñòîðîíó. Ñëåäîâàòåëüíî,
ëèíèÿ ñâÿçè ìåæäó äâóìÿ êàíàëüíûìè óðîâíÿìè äîëæíà
ïîääåðæèâàòü äâóíàïðàâëåííóþ ïåðåäà÷ó. Îäíàêî äàííûé ïðîòîêîë
äèêòóåò æåñòêîå ÷åðåäîâàíèå íàïðàâëåíèé ïåðåñûëêè: èñòî÷íèê è
ïîëó÷àòåëü îòïðàâëÿþò ôðåéìû ñòðîãî ïî î÷åðåäè. Äëÿ òàêîé
ðåàëèçàöèè õâàòèëî áû ïîëóäóïëåêñíîãî ôèçè÷åñêîãî êàíàëà.
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typedef enum { f r ame_a r r i v a l } event_type ;
#inc lude " p r o t o c o l . h"
void s ende r2 ( void )
{
frame s ; /* b u f f e r f o r an outbound frame */
packe t b u f f e r ; /* b u f f e r f o r an outbound packe t */
event_type even t ; /* f r ame_a r r i v a l i s the onp l y

p o s s i b i l t y */
while ( t r u e ) {

from_network_layer (& b u f f e r ) ; /* go get someth ing
to send */

s . i n f o = b u f f e r ; /* copy i t i n t o s
f o r t r a n sm i s s i o n */

t o_phy s i c a l_ l a y e r (&s ) ; /* bye=bye l i t t l e f rame */
wait_for_event (&even t ) ;
}

}
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Êàê è â ïðîòîêîëå 1, â íà÷àëå öèêëà îòïðàâèòåëü èçâëåêàåò ïàêåò ñ
ñåòåâîãî óðîâíÿ, ôîðìèðóåò èç íåãî ôðåéì è îòïðàâëÿåò ôðåéì ïî
ëèíèè ñâÿçè. Îòëè÷èå â òîì, ÷òî òåïåðü îí äîëæåí æäàòü ïîëó÷åíèÿ
ôðåéìà ñ ïîäòâåðæäåíèåì, ïðåæäå ÷åì çàïóñòèòü íîâóþ èòåðàöèþ
öèêëà è îáðàòèòüñÿ ê ñåòåâîìó óðîâíþ çà ñëåäóþùèì ïàêåòîì. Â
äàííîé ìîäåëè êàíàëüíûé óðîâåíü îòïðàâèòåëÿ äàæå íå
ïðîñìàòðèâàåò âõîäÿùèé ôðåéì, ïîñêîëüêó îí âñåãäà îçíà÷àåò òîëüêî
îäíî: ïîäòâåðæäåíèå.
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void r e c e i v e r 2 ( void )
{
frame r , s ; /* b u f f e r s f o r f rames */
event_type even t ; /* f r ame_a r r i v a l i s the on l y

p o s s i l b i l t y */
while ( t r u e ) {

wa i t_for_event (&even t ) ; /* on l y p o s s i b i l i t y
i s f r ame_a r r i v a l */

f r om_phy s i c a l_ l a ye r (& r ) ; /* go get the inbound
frame */

to_network_layer (& r . i n f o ) ; /* pas s the data to
the network l a y e r */

t o_ph y s i c a l_ l a y e r f (&s ) ; /* send a dummy frame
to awaken s ende r */

}
}
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Åäèíñòâåííîå îòëè÷èå ìåæäó ïðîöåäóðàìè receiver2 è receiver1 ñîñòîèò
â òîì, ÷òî ïîñëå ïåðåäà÷è ïàêåòà ñåòåâîìó óðîâíþ receiver2 ïîñûëàåò
ïîäòâåðæäåíèå îáðàòíî îòïðàâèòåëþ, ïîñëå ÷åãî èäåò íà ñëåäóþùóþ
èòåðàöèþ öèêëà. Ïîñêîëüêó äëÿ îòïðàâèòåëÿ âàæíî ñàìî ïðèáûòèå
îòâåòíîãî ôðåéìà, à íå åãî ñîäåðæàíèå, òî ïîëó÷àòåëþ íå íóæíî
çàïîëíÿòü åãî ñïåöèàëüíîé èíôîðìàöèåé.
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Äîáàâëÿåì èñïðàâëåíèå îøèáîê: ïîðÿäêîâûå íîìåðà è

ïðîòîêîë ARQ

Òåïåðü ðàññìîòðèì ðåàëüíóþ ñèòóàöèþ: êàíàë ñâÿçè, â êîòîðîì ìîãóò
áûòü îøèáêè. Ôðåéìû ìîãóò ëèáî ïîâðåæäàòüñÿ, ëèáî òåðÿòüñÿ.
Îäíàêî ìû áóäåì ñ÷èòàòü, ÷òî åñëè ôðåéì áûë èçìåíåí ïðè ïåðåäà÷å,
òî àïïàðàòíîå îáåñïå÷åíèå öåëåâîãî óñòðîéñòâà îïðåäåëèò ýòî,
ïîäñ÷èòàâ êîíòðîëüíóþ ñóììó.
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Íà ïåðâûé âçãëÿä ìîæåò ïîêàçàòüñÿ, ÷òî ìîæíî óëó÷øèòü ïðîòîêîë 2,
äîáàâèâ òàéìåð. Ïîëó÷àòåëü áóäåò âîçâðàùàòü ïîäòâåðæäåíèå òîëüêî
â ñëó÷àå ïîëó÷åíèÿ ïðàâèëüíûõ äàííûõ. Íåâåðíûå ïàêåòû áóäóò
ïðîñòî èãíîðèðîâàòüñÿ. ×åðåç íåêîòîðîå âðåìÿ ó îòïðàâèòåëÿ èñòå÷åò
èíòåðâàë âðåìåíè è îí îòïðàâèò ôðåéì åùå ðàç. Ýòîò ïðîöåññ áóäåò
ïîâòîðÿòüñÿ äî òåõ ïîð, ïîêà ôðåéì íàêîíåö íå ïðèáóäåò â öåëîñòè.
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Â ýòîé ñõåìå åñòü íåäîñòîê. Ðàññìîòðèì ñëåäóþùèé ñöåíàðèé.
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1 Ñåòåâîé óðîâåíü óñòðîéñòâà A ïåðåäàåò ïàêåò 1 ñâîåìó
êàíàëüíîìó óðîâíþ. Ïàêåò äîñòàâëÿåòñÿ â öåëîñòè íà óñòðîéñòâî
B è ïåðåäàåòñÿ åãî ñåòåâîìó óðîâíþ. B ïîñûëàåò ôðåéì
ïîäòâåðæäåíèÿ îáðàòíî íà A.

2 Ôðåéì ïîäòâåðæäåíèÿ ïîëíîñòüþ òåðÿåòñÿ â êàíàëå ñâÿçè. Îí
ïðîñòî íå ïîïàäàåò íà óñòðîéñòâî A. Âñå áûëî áû íàìíîãî ïðîùå,
åñëè áû òåðÿëèñü òîëüêî èíôîðìàöèîííûå, íî íå óïðàâëÿþùèå
ôðåéìû, íî, ê ñîæàëåíèþ, êàíàë ñâÿçè íå ñïîñîáåí èõ ðàçëè÷àòü.

3 Ó êàíàëüíîãî óðîâíÿ óñòðîéñòâà A âíåçàïíî èñòåêàåò îòâåäåííûé
èíòåðâàë âðåìåíè. Íå ïîëó÷èâ ïîäòâåðæäåíèÿ, îíî ïðåäïîëàãàåò,
÷òî îòïðàâëåííûé èì ôðåéì ñ äàííûìè áûë ïîâðåæäåí èëè
ïîòåðÿí, è ïîñûëàåò åãî åùå ðàç.

4 Äóáëèêàò ôðåéìà â öåëîñòè ïðèáûâàåò íà êàíàëüíûé óðîâåíü B è
ïåðåäàåòñÿ íà ñåòåâîé óðîâåíü. Â èòîãå ÷àñòü ôàéëà, ïåðåäàííîãî
ñ A íà B, äóáëèðóåòñÿ. Êîïèÿ ôàéëà íà óñòðîéñòâå B áóäåò
íåâåðíîé, è îøèáêà íå áóäåò îáíàðóæåíà, äðóãèìè ñëîâàìè,
ïðîòîêîë äàñò ñáîé.
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Ðàçóìååòñÿ, íåîáõîäèì íåêèé ìåõàíèçì, ñ ïîìîùüþ êîòîðîãî
ïîëó÷àòåëü ñìîã áû ðàçëè÷àòü íîâûå ôðåéìû è ïåðåäàííûå ïîâòîðíî.

Êàíàëüíûé óðîâåíü 3 7 ìàÿ 2026 ã. 55 / 72



Íàèáîëåå î÷åâèäíîå ðåøåíèå � íóìåðàöèÿ ôðåéìîâ. Îòïðàâèòåëü
óêàçûâàåò ïîðÿäêîâûé íîìåð ôðåéìà â åãî çàãîëîâêå. Áëàãîäàðÿ
ýòîìó ïðèíèìàþùåå óñòðîéñòâî îòëè÷àåò íîâûé ôðåéì îò äóáëèêàòà,
êîòîðûé íåîáõîäèìî ïðîèãíîðèðîâàòü.
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Íåîáõîäèìî, ÷òîáû ïðîòîêîë âûïîëíÿëñÿ áåç îøèáîê, à íóìåðàöèÿ íå
çàíèìàëà ìíîãî ìåñòà â çàãîëîâêå ôðåéìà, ïîñêîëüêó ñîåäèíåíèå
äîëæíî èñïîëüçîâàòüñÿ ýôôåêòèâíî. Âîçíèêàåò âîïðîñ: êàêîâî
ìèíèìàëüíîå êîëè÷åñòâî áèòîâ, äîñòàòî÷íîå äëÿ ïîðÿäêîâîãî íîìåðà
ôðåéìà?
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Åäèíñòâåííàÿ íåîïðåäåëåííîñòü â äàííîì ïðîòîêîëå ìîæåò âîçíèêíóòü
ìåæäó ôðåéìîì m è ñëåäóþùèì çà íèì ôðåéìîì m + 1. Åñëè m
ïîòåðÿí èëè ïîâðåæäåí, ïîëó÷àòåëü íå ïîäòâåðäèò åãî è îòïðàâèòåëü
ïîâòîðèò ïåðåäà÷ó.
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Êîãäà îí áóäåò óñïåøíî ïðèíÿò, ïîëó÷àòåëü îòïðàâèò ïîäòâåðæäåíèå.
Èìåííî çäåñü íàõîäèòñÿ èñòî÷íèê ïîòåíöèàëüíîé ïðîáëåìû. Â
çàâèñèìîñòè îò íàëè÷èÿ ïîäòâåðæäåíèÿ îòïðàâèòåëü äóáëèðóåò ôðåéì
m èëè ïåðåäàåò íîâûé ôðåéì m + 1.
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Íà ñòîðîíå îòïðàâèòåëÿ ñîáûòèåì, çàïóñêàþùèì ïåðåäà÷ó ôðåéìà m
+ 1, ÿâëÿåòñÿ ïîëó÷åíèå ïîäòâåðæäåíèÿ äîñòàâêè ôðåéìà m. Íî ýòî
îçíà÷àåò, ÷òî ôðåéì m � 1 óæå ïåðåäàí è ïîäòâåðæäåíèå åãî äîñòàâêè
îòïðàâëåíî è ïîëó÷åíî. Â ïðîòèâíîì ñëó÷àå ïðîòîêîë íå ñòàë áû
ïîñûëàòü íîâûé ôðåéì. Ñëåäîâàòåëüíî, íåîïðåäåëåííîñòü ìîæåò
âîçíèêíóòü òîëüêî ìåæäó äâóìÿ ñîñåäíèìè ôðåéìàìè
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Òàêèì îáðàçîì, äëÿ íóìåðàöèè ôðåéìà äîñòàòî÷íî âñåãî îäíîãî áèòà
èíôîðìàöèè (ñî çíà÷åíèåì 0 èëè 1).

Êàíàëüíûé óðîâåíü 3 7 ìàÿ 2026 ã. 61 / 72



Â êàæäûé ìîìåíò âðåìåíè ïîëó÷àòåëü îæèäàåò ïðèáûòèÿ ôðåéìà ñ
îïðåäåëåííûì ïîðÿäêîâûì íîìåðîì. Ôðåéì ñ âåðíûì íîìåðîì
ïðèíèìàåòñÿ, ïåðåäàåòñÿ ñåòåâîìó óðîâíþ, çàòåì îòïðàâëÿåòñÿ
ïîäòâåðæäåíèå åãî ïîëó÷åíèÿ. Íîìåð ñëåäóþùåãî îæèäàåìîãî ôðåéìà
óâåëè÷èâàåòñÿ ïî ìîäóëþ 2 (òî åñòü 0 ñòàíîâèòñÿ 1, à 1 � 0). Ôðåéì ñ
íåâåðíûì íîìåðîì îòáðàñûâàåòñÿ êàê äóáëèêàò. Îäíàêî ïîñëåäíåå
ïîäòâåðæäåíèå ïîâòîðÿåòñÿ, ÷òîáû ñîîáùèòü îòïðàâèòåëþ, ÷òî ôðåéì
ïîëó÷åí ïîëíîñòüþ.
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#def ine MAX_SEQ 1
/* must be 1 f o r p r o t o c o l 3 */
typedef enum { f r ame_a r r i v a l , cksum_err , t imeout }

event_type ;
#inc lude " p r o t o c o l . h"
void s ende r3 ( void )
{
seq_nr next_frame_to_send ; /* seq number o f nex t

ou tgo ing frame */
f rame s ; /* s c r a t c h v a r i a b l e */
packe t b u f f e r ; /* b u f f e r f o r an outbound

packe t */
event_type even t ;
next_frame_to_send = 0 ; /* i n i t i a l i z e outbound

sequence numbers */
f rom_network_layer (& b u f f e r ) ; /* f e t c h f i r s t packe t */
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while ( t r u e ) {
s . i n f o = b u f f e r ; /* c o n s t r u c t a frame f o r

t r a n sm i s s i o n */
s . seq = next_frame_to_send ; /* i n s e r t sequence

number i n f rame */
t o_phy s i c a l_ l a y e r (&s ) ; /* send i t on i t s way */
s t a r t_ t ime r ( s . seq ) ; /* i f answer t a k e s too long ,

t ime out */
wait_for_event (&even t ) ; /* f rame a r r i v a l , cksum e r r ,

t imeout */
i f ( even t == f r ame_a r r i v a l ) {

f r om_phy s i c a l_ l a ye r (&s ) ; /* get the
acknowledgement */

i f ( s . ack == next_frame_to_send ) {
stop_t imer ( s . ack ) ; /* t u rn the t ime r

o f f */
f rom_network_layer (& b u f f e r ) ; /* get the

nex t one to send */
i n c ( next_frame_to_send ) ; /* i n v e r t nex t

f rame to send */
}

}
}

}
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Ïðîòîêîë, â êîòîðîì îòïðàâèòåëü îæèäàåò ïîëîæèòåëüíîãî
ïîäòâåðæäåíèÿ, ïðåæäå ÷åì ïåðåéòè ê ïåðåñûëêå ñëåäóþùåãî ôðåéìà,
÷àñòî íàçûâàåòñÿ PAR (Positive Acknowledgement with Retransmission �
ïîëîæèòåëüíîå ïîäòâåðæäåíèå ñ ïîâòîðíîé ïåðåäà÷åé) èëè ARQ
(Automatic Repeat reQuest � àâòîìàòè÷åñêèé çàïðîñ ïîâòîðíîé

ïåðåäà÷è).
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Ïðîòîêîë 3 îòëè÷àåòñÿ îò ñâîèõ ïðåäøåñòâåííèêîâ òåì, ÷òî è
îòïðàâèòåëü, è ïîëó÷àòåëü ñîäåðæàò ïåðåìåííóþ, çíà÷åíèå êîòîðîé
õðàíèòñÿ, ïîêà êàíàëüíûé óðîâåíü íàõîäèòñÿ â ðåæèìå îæèäàíèÿ.
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Îòïðàâèòåëü çàïîìèíàåò íîìåð ñëåäóþùåãî ôðåéìà â ïåðåìåííîé
next_frame_to_send, à ïîëó÷àòåëü çàïèñûâàåò íîìåð ñëåäóþùåãî
îæèäàåìîãî ôðåéìà â ïåðåìåííîé frame_expected.
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Ïîñëå ïåðåäà÷è ôðåéìà îòïðàâèòåëü çàïóñêàåò òàéìåð è æäåò
êàêîãî-ëèáî ñîáûòèÿ. Âîçìîæíû òðè ñèòóàöèè: ëèáî ïðèäåò
íåïîâðåæäåííûé ôðåéì ïîäòâåðæäåíèÿ, ëèáî áóäåò ïîëó÷åí
ïîâðåæäåííûé ôðåéì ïîäòâåðæäåíèÿ, ëèáî ïðîñòî èñòå÷åò èíòåðâàë
âðåìåíè.
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Â ïåðâîì ñëó÷àå îòïðàâèòåëü âîçüìåò ó ñåòåâîãî óðîâíÿ ñëåäóþùèé
ïàêåò è ðàçìåñòèò åãî â áóôåðå ïîâåðõ ïðåäûäóùåãî, à òàêæå óâåëè÷èò
ïîðÿäêîâûé íîìåð ôðåéìà.
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Åñëè æå ïðèáóäåò ïîâðåæäåííûé ôðåéì ïîäòâåðæäåíèÿ èëè âðåìÿ
èñòå÷åò, òî íè áóôåð, íè íîìåð íå áóäóò èçìåíåíû è áóäåò îòïðàâëåí
äóáëèêàò ôðåéìà. Â ëþáîì ñëó÷àå çàòåì ïîñûëàåòñÿ ñîäåðæèìîå
áóôåðà (ñëåäóþùèé ïàêåò ëèáî äóáëèêàò ïðåäûäóùåãî).
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Êîãäà íåïîâðåæäåííûé ôðåéì ïðèáûâàåò ê ïîëó÷àòåëþ, ïðîâåðÿåòñÿ
åãî íîìåð. Åñëè ýòî íå äóáëèêàò, òî ôðåéì ïðèíèìàåòñÿ è ïåðåäàåòñÿ
ñåòåâîìó óðîâíþ, ïîñëå ÷åãî ôîðìèðóåòñÿ ïîäòâåðæäåíèå.
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Äóáëèêàòû è ïîâðåæäåííûå ôðåéìû íà ñåòåâîé óðîâåíü íå
ïåðåäàþòñÿ, íî ïðè èõ ïîëó÷åíèè ïîäòâåðæäàåòñÿ ïðèáûòèå
ïîñëåäíåãî ïðàâèëüíîãî ôðåéìà, áëàãîäàðÿ ÷åìó îòïðàâèòåëü
ïîíèìàåò, ÷òî íóæíî ïåðåéòè ê ñëåäóþùåìó ôðåéìó èëè ïîâòîðèòü
ïåðåäà÷ó ïîâðåæäåííîãî.
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